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AMERICAN BAR ASSOCIATION

ADOPTED BY THE HOUSE OF DELEGATES

FEBRUARY 6, 2012

RESOLUTION

RESOLVED, That the American Bar Association urges that, where possible in the context of the proceedings before them, U.S. federal, state, territorial, tribal and local courts consider and respect, as appropriate, the data protection and privacy laws of any applicable foreign sovereign, and the interests of any person who is subject to or benefits from such laws, with regard to data sought in discovery in civil litigation.
REPORT

“Commerce among nations should be fair and equitable.”  Benjamin Franklin

“Cross-border discovery has become a major source of international legal conflict, and there is no clear, safe way forward.  At the heart of these conflicts are vastly differing notions of discovery and data privacy and protection. And the frequency and intensity of these conflicts is heightened by an expanding global marketplace and the unabated proliferation of Electronically Stored Information (‘ESI’).” 
     

I. Introduction

With the exponential increase in the global reach of corporations and other commercial entities, an increasing number of disputes in U.S. courts involve protected data situated in and subject to the laws of foreign countries, many with notions of privacy and disclosure that differ from or are much stricter than those in the United States.  Those notions of privacy are, quite frequently, given less than due consideration by courts in the United States. Yet, the daily interfaces essential to cross-border commerce and dialogue, including through electronic information transfers, call for recognition of the exigencies of other legal systems, and where warranted, application of their privacy and data protection laws.   

The U.S. Supreme Court recognized the need to respect non-U.S. law in the discovery context of civil litigation at least as far back as 1987, when it held in Aerospatiale v. District Court of Iowa,
 that international comity compels “American courts (to) take care to demonstrate due respect for any special problem confronted by the foreign litigant on account of its nationality or the location of its operations, and for any sovereign interest expressed by a foreign state.”
  

More recently, the need for consideration of the interests of non-U.S. litigants in an age of interconnected commerce was emphasized by U.S. District Court Judge John Gleeson, who wrote in In Re Payment Card Interchange Fee and Merchant Discount Antitrust Litigation, “by its very nature, international comity sometimes requires American courts to accommodate foreign interests even where the foreign system strikes a different balance between opposing policy concerns.”

As both Aerospatiale and In Re Payment Card Interchange Fee recognize, protecting data privacy and disclosing information for purposes of litigation and arbitration need not be mutually exclusive.  Properly applied, U.S. law already provides a clear and workable standard for resolving the conflict.  Nevertheless, U.S. courts have often misapplied the standard and ruled that the needs of the proceeding before them inevitably must take precedence over the privacy and data protection concerns of other nations.  Litigants often face a Hobson’s Choice: violate foreign law and expose themselves to enforcement proceedings that have included criminal prosecution
, or choose noncompliance with a U.S. discovery order and risk U.S. sanctions ranging from monetary costs to adverse inference jury instructions
 to default judgments. The current state of jurisprudence in this regard, then, is inconsistent with promotion of rule of law, as it facilitates violation of law, either abroad or here. 

In a time in which the world has, in the words of the author Thomas L. Friedman, become “flatter,”
 that is, more closely connected over shorter time-distances than at any previous point in its history, failure to give—or to appear to give—due recognition to the concerns of privacy and data protection of other nations can result in a host of negative consequences. The courts of other countries may take a similarly hardened view of U.S. laws and regulations to the detriment of U.S. litigants in their courts.  Rulings by courts here and abroad that may be seen as parochial or insufficiently accommodating of interests and mores of other legal regimes could stymie the growth of global commerce, including the cross-border movement of personnel and the hiring of local employees.  

This resolution seeks to restore the true balancing function of Aerospatiale by urging federal and state courts to carefully consider, and appropriately respect, the Data Protection and Privacy laws of foreign countries as they concern the disclosures of data subject to protection by the laws of those countries.  

II. Overview of the Issue

In practice, U.S. courts rarely take cognizance of foreign privacy statutes (including data privacy laws and bank secrecy legislation, as well as the so-called “blocking” statutes) in a manner that might delay, limit or preclude pre-trial discovery.  A litigant who, concerned about violation of privacy and data protection laws in countries with applicable jurisdiction, declines to follow the U.S. discovery order to produce the data or documents may face severe sanctions that can result in the imposition of costs or other penalties that can lead to loss of the case.
 

At least one court has recognized that there is another way. In the 2001 case of In re Vitamins Litigation.
 the court crafted a means by which it would work with the parties to “safeguard defendants from liability” under Swiss and German law, while at the same time assessing the potential harm to plaintiffs if production of the information were to be denied.
 Most U.S. courts, though, reflexively default to the perceived procedural needs of the litigation over the potential risks to the litigants under foreign privacy and data protection laws. Global commerce has advanced considerably since 2001, making the need for such balanced solutions as urged by this resolution that much more imperative.

Understanding the nature of the conflict between expansive U.S. notions of discovery in civil litigation (on the one hand) and restrictive concepts of data protection under foreign law (on the other) requires a grasp of the fundamental legal, historic and cultural national interests at stake. Critical to the dispute over data flow and disclosure is the notion of privacy.  A right to privacy is explicitly enshrined in the constitutions of countries as diverse as Belgium, Japan, and Brazil.  For European counties, in particular, the notion of privacy is bound up with human rights principles, in particular under the European Convention for the Protection of Human Rights and Fundamental Rights, as it has been interpreted by the European Court of Human Rights in Strasbourg,
 and the Charter of Fundamental Rights of the European Union

For European Union Member States, data protection and privacy legislation must comply with Directive 95/46/EC of the European Parliament and of the Council on the Protection of Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data (hereafter the “Directive”).  The Directive, and the opinions of the bodies charged with interpreting and implementing it, such as the EC Article 29 Working Party on Data Protection, clearly reflect the primacy of individual privacy.  The Directive binds EU Member States and establishes a “floor” for privacy.
  E.U. Member States may enact enabling legislation that is stricter than the Directive, and many have done so.  In addition, many jurisdictions outside the E.U. have adopted the Directive in part, or have modeled their laws upon the EC Privacy Directive to a significant degree.
  Thus, the EC Privacy Directive is a good place to begin this analysis.

Three relevant factors bear emphasis.  First, the definition of “Personal Data” protected under the EC Privacy Directive is broad, covering any data that may be traced to an identifiable person.
  E-mail, the most sought form of electronic evidence in litigation and arbitration, is considered “Personal Data” by the European Commission, and subject to all restrictions on transfer in the Directive and Member States’ enabling legislation, including the possibility of criminal sanctions.
  Second, under the Directive, Personal Data may not be transferred beyond the European Economic Area (the E.U. Member States plus Switzerland, Norway, Iceland and Liechtenstein) to a country with lesser standards of Personal Data protection without consent of the data subject, unless certain protections are in place, such as those afforded by the U.S. Safe Harbor Program (which was painstakingly negotiated with E.U. authorities) or in Model Clauses approved by all E.U. Member States in data transfer agreements.
  Currently, the European Commission considers only five countries to have acceptable standards of data protection and privacy, and the United States is not among them.
  Third, a number of EU Member States have enacted “blocking statutes” specifically preventing the transfer of certain categories of data for use in foreign judicial proceedings (discussed in greater detail below). Some of these provisions carry criminal sanctions.
  

To take another example of the primacy of privacy beyond the United States, Canadian law takes a much more expansive view of privacy than does U.S. law.  To illustrate, a Canadian business desiring to film its parking lot for security purposes would have to implement a plan that limits the individuals with access to the film to security personnel and select others, limits the use to security purposes, provides for a limited retention period, and so forth.
  Uses exceeding those in the plan could subject the collecting parties to liability under Canadian laws.  Privacy laws in Canada exist at both the federal and provincial levels of government.  There are two federal privacy statutes: the Privacy Act
, which is intended to protect the privacy of personal information held by government agencies, and the Personal Information Protection and Electronic Documents Act
 (“PIPEDA”), which is intended to protect the privacy of personal information held by non-governmental organizations.
  “Personal information” is defined under PIPEDA as “information about an identifiable individual, but does not include the name, title or business address or telephone number of an employee of an organization.”

The combined effect of these kinds of restrictions on parties in U.S. litigation can be significant. The whipsaw of competing requirements engendered by discovery demands to foreign litigants in U.S. courts, or those with non-U.S. data, can subject to them to the Hobson’s Choice that may lead them to ask the following question, when faced with a U.S. court order requiring production in litigation: “Do you prefer I go to jail here, or there?”

Yet another key element in the conflict over data transfers for litigation is the fundamental distinction in the role of pretrial information exchange in civil law countries versus common-law jurisdictions.  The scope of pre-trial discovery under U.S. law is as wide as it is deep, even permitting discovery of evidence that is not necessarily admissible and may never see the light of a courtroom. In civil jurisdictions, parties exchange electronic data and paper documents in a process known as “Disclosure.”  The court directs each party to disclose materials that support its case or, in some instances, the adversary’s case.  This information most often is stated with significant specificity.  

There have been attempts in Europe to accommodate U.S interests, in the interest of international comity and facilitating global commerce.  Derogations, or exceptions, exist in most civil law jurisdictions, and common-law countries to permit the transfer of Personal Data for U.S. litigation as long as it is conducted through the process specified in the country’s laws, such as enabling legislation for the Hague Convention on the Taking of Evidence Abroad.
 This treaty was the factual predicate for the Court’s consideration in Aerospatiale. The Hague Convention instituted a uniform procedure for the issuance of “letters of request” (a/k/a “letters rogatory”).  Letters of request are petitions from a court in one nation to a designated central authority in another, requesting assistance from that authority in obtaining relevant information located within its borders. France, in particular, has instituted an expedited consideration procedure under Article 2 of the Hague Convention to handle requests for pre-trial discovery.
  

In 2008, the EC Article 29 Working Party on Data Protection published Working Document WP158, in which the needs of data transfer for U.S. litigation were explicitly recognized, and a procedure was set forth for culling Personal Data to be transferred and filtering it for sensitive information and data that are not relevant to the claims in the U.S. lawsuit.  In this way, the Working Party explained, the interests of U.S. litigation could be accommodated, while the intrusion on the privacy of the data subjects could be minimized.
 In 2009, the French data protection authority, the CNIL, published an opinion in which it, too, acknowledged the necessity of Personal Data transfers for U.S. litigation, and set forth the means by which the disclosures could take place in accordance with French law.
 

Nonetheless, U.S. courts “have generally rejected the interests of civil law jurisdictions in protecting their data from U.S.-based discovery.”
  Even where a need for privacy and confidentiality is recognized, federal and state judges tend to rely on protective orders and confidentiality stipulations to protect privacy and secrecy.  While “attorneys’ eyes only” provisions are familiar here, they are foreign to non-U.S. litigants and are viewed with suspicion, at the least.  That suspicion is not unwarranted: given the preeminence that U.S. courts ascribe to the custom of “open courts,” the protected information, whether or not subject to a protective order or a confidentiality stipulation, would become public if attached as exhibits to a publicly-filed motion, or introduced into evidence at trial. Accordingly, such orders and agreements do not necessarily reassure the holders of non-U.S. information that is subject to protection that confidentiality will be assured or that the non-disclosure requirements of the home country will be honored.  

III.
The Problem In U.S. Courts
In practice, U.S. courts rarely enforce the prohibitions of foreign privacy statutes (including data privacy laws and bank secrecy legislation, as well as the so-called “blocking” statutes) in a manner that would preclude or limit pre-trial discovery sought pursuant to the Federal Rules of Civil Procedure.
  When U.S. courts have stayed production or ordered litigants to resort to other means to seek production (e.g., under the Hague Evidence Convention), it is typically because they have concluded that (1) the information is not important to the case or is available elsewhere; (2) the producing party likely would face criminal prosecution for producing the information; (3) the foreign country’s interest in protecting its information is vitally important; or, (4) more likely, a combination of all of these considerations.
 

In considering the risk of hardship to the producing party, U.S. courts tend to consider insufficient the fact that production of the information would be illegal in the foreign country and, instead, require a strong indication that hardship would in fact result in the particular case.
 In assessing the competing interests of the relevant jurisdictions, U.S. courts frequently conclude that, while a foreign country’s general interest in protecting information of its nationals is legitimate, it does not suffice to preclude or restrict production. 

There are several types of non-United States legislation to which a litigant might be subject in responding to discovery requests in connection with proceedings in the United States, including blocking statutes, data privacy legislation, and bank secrecy laws. 
  Ultimately, however, U.S. courts rarely sustain an argument that these laws limit or excuse compliance with a discovery request under U.S. procedures, such as the Federal Rules of Civil Procedure.
 

A. Discovery “Blocking” Statutes Around the Globe

U.S. courts typically use the term “blocking statute” to refer to foreign laws that limit or prevent disclosure in connection with proceedings in other jurisdictions of documents and information located in the foreign country.
  Various countries have enacted some form of “blocking” statutes, including Australia, Canada, France, Japan, Sweden, The Netherlands, the United Kingdom, and Japan.
  The most restrictive of these may be the French blocking statute, French Penal Code law No. 80-538 of July 16, 1980.  The statute prohibits “any person to request, to investigate or to communicate in writing, orally or by any other means, documents or information relating to economic, commercial, industrial, financial or technical matters leading to the establishment of proof with a view to foreign administrative or judicial proceedings or as a part of such proceedings.”
  Violations of this statute can be punished by imprisonment for up to six months and a fine of up to €18,000.
  

Punishment under the French blocking statute had been considered rare.  However a criminal conviction has brought new attention to the risks of ignoring that law.  In 2007, a French lawyer was convicted of, and fined €10,000 for, violating the blocking statute in connection with discovery in proceedings involving the California Insurance Commissioner.
  Courts in the United States nevertheless continue to hold that the risk of prosecution under the French blocking statute is not significant.
  In In re Global Power Equipment Group Inc., the court nonetheless held that the risk of prosecution under the French blocking statute was not significant. While the responding party identified one case (Christopher X) in which the French blocking statue had been used to prosecute a French national for engaging in discovery without following the Hague Convention, it had, according to the court, identified only one case.
 

B. United States Courts’ Analysis of Conflicts Between U.S. Discovery 
Requirements and Foreign Discovery and Blocking Statutes

Discovery in civil proceedings in the federal courts in the United States is governed primarily by the Federal Rules of Civil Procedure.
  Those discovery requirements are considered among the most extensive of the pre-suit disclosure requirements of any jurisdiction.
  This broad scope of discovery can conflict with foreign privacy, data protection or “blocking” statutes.  Litigants subject to obligations under both U.S. discovery requirements and disclosure restrictions under the laws of other jurisdictions may apply to the U.S. court to limit or excuse compliance with aspects of the U.S. discovery procedures or to conduct discovery under alternative procedures, such as the Hague Convention.  Yet U. S. courts have, for the most part, have defaulted to the Federal Rules of Civil Procedure in a manner not entirely consistent with the requirements of the Aeropsatiale balancing test.

The Aerospatiale Court observed that “the concept of international comity requires in this context a more particularized analysis of the respective interests of the foreign nation and the requesting nation than petitioners' proposed general rule [mandating resort to Hague Convention procedures in the first instance] would generate.”
 The Court held that, in conducting this analysis, courts should give appropriate deference to relevant legislation and particularities of other jurisdictions:  

American courts, in supervising pretrial proceedings, should exercise special vigilance to protect foreign litigants from the danger that unnecessary, or unduly burdensome, discovery may place them in a disadvantageous position.   . . . In addition, we have long recognized the demands of comity in suits involving foreign states, either as parties or as sovereigns with a coordinate interest in the litigation.  . . . .  American courts should therefore take care to demonstrate due respect for any special problem confronted by the foreign litigant on account of its nationality or the location of its operations, and for any sovereign interest expressed by a foreign state. (emphasis supplied).
  

The Aerospatiale decision identified certain criteria as relevant to this comity analysis, referring to the considerations set out in the Restatement of Foreign Relations Law of the United States (Revised) § 437(1)(c).
  Those considerations include:  (1) The importance to the litigation of the information requested; (2) the specificity of the request; (3) whether the information originated in the United States; (4) whether alternative means exist to obtain the information; and (5) whether the interests of the United States outweigh the interests of the foreign jurisdictions in maintaining confidentiality.
  The party opposing discovery bears the burden of proof on these considerations.
 U.S. courts often have added a factor to this test to address the potential hardship that a producing party might suffer from compliance with the discovery requests.
 

Notwithstanding these factors, and the Supreme Court’s admonition in Aerospatiale that courts should assess carefully the competing interests of the relevant jurisdictions, in practice, courts in the United States rarely uphold the requirements of a foreign “blocking” statute to prohibit or limit production pursuant to discovery requests under the Federal Rules of Civil Procedure.
  Frequently, the courts’ rationale is that foreign discovery “blocking” statutes are overly broad and designed to thwart American-style discovery.
  Some courts, though, have, applied the Hague Convention procedures.
  In addition, a New Jersey court has held that courts should apply the Hague Convention before invoking state or federal procedural rules if a party opts to seek discovery pursuant to Hague Convention procedures, unless compliance will cause undue prejudice.

(a) Balancing of National Interests 

U.S. courts often state that they consider as the most important factor in the Restatement test the balancing of national interests.
 When analyzing blocking statutes, however, courts tend to conclude that this factor weighs heavily in favor of unrestrained enforcement of the discovery requests because of the courts’ view that the raison d’être of “blocking” statutes is to protect foreign nationals from discovery in external proceedings.
 In contrast, U.S. courts tend to describe the competing United States interest in terms of allowing the orderly resolution of disputes, vindicating the rights of plaintiffs, or enforcing United States law and to find that interest to be controlling in the resolution of the discovery dispute.
   

This resolution seeks to provide guidance to courts by urging them to give consideration to the national interests behind the non-U.S. statutes and weigh them in the manner the Supreme Court directed in Aerospatiale. The result of a failure to do so may impede the orderly flow of electronic commerce between nations by, among other things, provoking non-U.S. courts to harden their attitude with regard to the application of U.S. law.

(b) Importance of Documents to the Case

When analyzing the importance of the documents to the matter, “where the outcome of litigation does not stand or fall on the present discovery order, or where the evidence sought is cumulative of existing evidence, courts have generally been unwilling to override foreign secrecy laws.”
  Yet, when courts consider the evidence to be “directly relevant” to the case, they generally conclude that this factor weighs in favor of production.
  It is predictable that courts will apply this reasoning in many civil litigation contexts, such as employment discrimination cases, commercial contract disputes or Foreign Corrupt Practices Act litigation.

(c) Specificity of the Request

In assessing the specificity of the disputed requests, courts tend to look more favorably on specific, rather than generalized, requests for information.
  However, even if a large amount of information is requested, U.S. courts generally will require compliance with the requests, if the courts consider them limited in time or scope,
 despite the second Aerospatiale criterion that courts should consider the specificity of the request in deciding whether to apply non-U.S. law.
 

(d) Location of the Information

In analyzing the factor of the location of information, courts typically will look to whether the requested information is located only within the foreign country, and whether it originated there.
  The courts also may consider the location of the individual or entity with custody or control of the information.
    

(e) Alternate Means of Obtaining the Information

In determining whether there is an alternate means of obtaining the information, U.S. courts generally look to whether the information can be easily obtained elsewhere without violating foreign law.
  In the Ninth Circuit, courts have specified that they will consider as an appropriate alternative only those sources that yield information that is “substantially equivalent” to the requested production.
  

(f) Hardship to the Producing Party

U.S. courts have been inconsistent in requiring compliance with a discovery request if it would expose the producing party to criminal penalties in a foreign country.
 If there has never or seldom been a prosecution under the “blocking” statute, a court likely will not hold that this factor favors enforcing a prohibition on, or limitation of, the requested production.
 U.S. courts have considered more seriously specific circumstances that indicate that the party likely would suffer punishment from compliance with the disputed discovery requests
, though in one case a defendant faced with almost certain prosecution was left with no practical choice but to decline to follow the court’s production and order and, instead, to accept the sanction of an adverse inference instruction.
 The current resolution seeks to redress this unfortunate situation by urging courts to take appropriate consideration of the jeopardy in which a failure to apply foreign data protection law may place a litigant.

IV. Data Privacy Statutes

Data privacy statutes are laws enacted by governments to protect certain types of personal information.
  For example, in the EU Data Protection Directive of 1995, the European Union requires that all member states enact laws protecting the collection, processing and dissemination of data outside of the EU.
  This directive limits the ability of litigants even to preserve information for compliance with discovery requests, let alone disclose that information, in United States litigation. 

U.S. courts typically analyze applicability of foreign data privacy law to discovery requests under the Federal Rules of Civil Procedure under the same balancing approach that they use in adjudicating efforts to invoke the protections of “blocking” statutes.
  One could argue, however, that U.S. courts should give more deference to foreign legislation in balancing the national interests underpinning data protection statutes than they do in assessing requested recognition in U.S. litigation of discovery “blocking” statutes, and some courts have done so.
 

A. U.S. Court Decisions Regarding Data Privacy Statutes

Yet, the relatively sparse case law indicating respect for foreign data privacy law still reflects an aversion to foreign data privacy statutes and an inclination by United States courts to order traditional discovery even when it conflicts with that legislation.
  In at least one case, however, In re Payment Card Interchange Fee and Merchant Discount Antitrust Litigation the court was willing to block discovery based upon a balancing of national interests. Plaintiffs in Payment Card alleged that certain companies had engaged in activities in the United States that violated American antitrust laws, and sought discovery of materials held by the defendants that were produced during a European Union investigation for similar antitrust violations in the EU by the same companies.
  The EU agency instructed the defendants not to release this material and intervened as amicus curiae, arguing that such materials had to be kept confidential to encourage cooperation and honesty in future investigations.
  Siding with the defendants and the EU agency, the court held that the EU's “interest in confidentiality outweighs the plaintiffs’ interest in discovery of the European litigation documents.”
  

V. Bank Secrecy Statutes

Various countries have enacted statutes specifically designed to protect against disclosure of banking information.
  Typically, U.S. courts invoke the same Restatement criteria in determining whether to sustain those protections in response to U.S. discovery as they apply to discovery objections premised on “blocking” statutes and data protection legislation.
  

Some U.S. courts have recognized that protecting bank secrets can be a valid interest of a foreign country.
  Nonetheless, in evaluating that interest courts, focus upon whether the foreign government has specifically objected to the discovery order.
  U.S. courts also take into consideration in balancing competing interests any applicable exceptions to the foreign law and any ability of a banking customer to waive secrecy,
 and thus frequently enforce U.S. discovery requirements over challenges predicated on foreign bank secrecy statutes.
  For example, in one federal court decision, the court ordered production of the requested information in violation of a French bank secrecy statute, finding that the documents potentially showing that the producing party was aware that it was assisting a terrorist organization were vital to the outcome of the case, the request was narrowly tailored, the only other way to obtain the information was through the Hague Convention, and both the United States and France have a strong interest in protecting against terrorism.

VI.
CONCLUSION
Privileging the interests of U.S. litigants to discovery without due regard to the requirements of the relevant foreign legislation often places parties in the perilous situation of having to choose between inconsistent legal requirements and perhaps to incur sanctions under one legal system or the other.  Permitting broad discovery in disregard or even defiance of foreign protective legislation can ultimately impede global commerce harm the interests of U.S. parties in foreign courts and provoke retaliatory measures.  The American Bar Association, in pursuit of its mission to uphold the rule of law, therefore urges U.S. courts to respect the obligations of litigants to follow all laws applicable to their positions in the litigation and, where possible in the context of the proceedings before them, permit compliance with non-U.S. data protection and privacy laws.

Respectfully Submitted,

Michael E. Burke, Chair

ABA Section of International Law

February 2012

GENERAL INFORMATION FORM
Submitting Entity:  Section of International Law

Submitted By: Michael E. Burke, Chair, Section of International Law

1. Summary of Resolution(s).

This Resolution requests the ABA to urge U.S. courts to take into consideration and respect non-U.S. data protection and privacy laws that affect the litigants before them concerning  data that is subject to preservation, disclosure or discovery. In practice, U.S. courts rarely take cognizance of foreign privacy statutes (including data privacy laws and bank secrecy legislation, as well as the so-called “blocking” statutes) in a manner that might delay, limit or preclude pre-trial discovery.  As a result a litigant who, concerned about the consequences of violation of privacy and data protection laws in countries with applicable jurisdiction, declines to follow the U.S. discovery order to produce protected data or documents may face severe sanctions that can result in the imposition of costs or other penalties that can lead to loss of the case.  

The current Resolution seeks to address the untenable Hobson’s Choice in which the current state of jurisprudence, in this time of accelerating global commerce and concomitant data flows, places litigants.
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This Resolution does not affect any existing policies of the Association.  It promotes the proper application of the well-established doctrine of comity and its approach is consistent with the approach of Resolution 113A, which was approved by the House of Delegates in August 2011, and the approach to consideration of privacy imperatives in law enforcement investigatory activities in Proposed Resolution 105.
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6.
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N/A
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Subject to consultation with the GAO and with their assistance, if the House of Delegates adopts the resolution, we would plan on sending copies of it and the report to the Judicial Conference of the United States as well as to similar U.S. state judicial conferences, as well as the American and Federal Judges Association, and similar U.S. state bodies.
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10.
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All Sections and Divisions.
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Rashbaum Associates, LLC
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EXECUTIVE SUMMARY

1. Summary of the Resolution

This Resolution requests the ABA to urge U.S. courts to take into consideration and respect non-U.S. data protection and privacy laws that affect the litigants before them concerning data that is subject to preservation, disclosure or discovery. In practice, U.S. courts rarely take cognizance of foreign privacy statutes (including data privacy laws and bank secrecy legislation, as well as the so-called “blocking” statutes) in a manner that might delay, limit or preclude pre-trial discovery.  As a result a litigant who, concerned about the consequences of violation of privacy and data protection laws in countries with applicable jurisdiction, declines to follow the U.S. discovery order to produce protected data or documents may face severe sanctions that can result in the imposition of costs or other penalties that can lead to loss of the case.  The current Resolution seeks to address the untenable Hobson’s Choice in which the current state of jurisprudence, in this time of accelerating global commerce and concomitant data flows, places litigants.

2. Summary of the Issue that the Resolution Addresses

U.S. courts have often misapplied the standard on application foreign data protection and privacy laws and ruled that the needs of the proceeding before them inevitably must take precedence over the privacy and data protection concerns of other nations.  Litigants often face a Hobson’s Choice: violate foreign law and expose themselves to enforcement proceedings that have included criminal prosecution, or choose noncompliance with a U.S. discovery order and risk U.S. sanctions ranging from monetary costs to adverse inference jury instructions to default judgments. The current state of jurisprudence in this regard, then, is inconsistent with promotion of rule of law, as it facilitates violation of law, either abroad or here.  In addition permitting broad discovery in disregard or even defiance of foreign protective legislation can ultimately impede global commerce may impede the orderly flow of electronic commerce between nations by, among other things, provoking non-U.S. courts to harden their attitude with regard to the application of U.S. law. 

3. Please Explain How the Proposed Policy Position will address the issue

Protecting data privacy and disclosing information for purposes of litigation and arbitration need not be mutually exclusive.  Properly applied, U.S. law already provides a clear and workable standard for resolving the conflict.  This resolution seeks to provide guidance to courts by urging them to give consideration to the national interests behind the non-U.S. laws and weigh and apply in a manner that demonstrates respect for those laws and the principles of international comity.
4.
Summary of Minority Views

None known at this time.

� The Sedona Framework® for Analysis of Cross-Border Conflicts: A Practical Guide to Navigating the Competing Currents of International e-Discovery and Data Privacy (Public Comment Version August 2008) (hereinafter “Sedona Framework”) at 1, available at �HYPERLINK "http://www.thesedonaconference.org"�www.thesedonaconference.org�.


� Société Nationale Industrielle Aérospatiale and Société de Construction d'Avions de Tourisme v. United States District Court for the Southern District of Iowa, 482 U.S. 522 (1987)


� Id. at 546.  The Court set forth a five-factor balancing test for the application of non-U.S. data protection law, discussed in greater detail below.


� 05-MD-1920 (JG)(JO) (E.D.N.Y. August 27, 2010) at *19-20.


� See, e.g., In re Advocat Christopher X, Cour de Cassation, Chambre Criminelle, Paris, Dec. 12, 2007, No. 07-83228.(conviction for violation of France’s Blocking Statute and imposition of monetary fine affirmed). 


� In instructing a jury on an adverse inference, the court advised the jurors that they may presume that the information not produced at trial would be adverse to the position of the party who had the responsibility to produce it. See Zubulake v. UBS Warburg LLC (“Zubulake IV”), 220 F.R.D. 212, 219-222 (S.D.N.Y. 2003). 


� Friedman, Thomas L., The World Is Flat (Metropolitan Books 2007).
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